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Transformation of distributed data. 



A bidirectional process allows remote transfor- 
l^mation of data or ephemeral materials between an 
Qporiginal form and an encrypted form without chang- 
f""*»ing the content of the material from its original form 
fTland without restricting the resolution, functionality, 
and/or utility of the original material. The transformed 
* material provides both a limited use form, which 
allows temporary full function evaluation; and an 
jp enabled form, which allows unrestricted full function 
use of the material. A security system supervises 
conversion of the denatured material from the limited 
use form to the enabled form. 
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The present invention relates to the manipula- 
tion and storage of information. More particularly, 
the present invention relates to securing informa- 
tion against unauthorized use while permitting time- 
limited and/or function-limited use and/or examina- 
tion of the information. 

Most expression and communication is reduc- 
ible to one form or another of information. As 
information technologies become more and more 
sophisticated, information is increasingly being 
treated as a commercial commodity. For example, 
movies may be purchased or rented on video-tape; 
music is stored digitally on compact disks; com- 
puter programs are available on floppy disks; and 
data bases, including images and text; are readily 
available on CD-ROM, as well as from on-line ser- 
vices. 

As with any commodity, it is easier for a poten- 
tial purchaser to make a purchase decision if he or 
she is able to evaluate the information before mak- 
ig the decision. Because* most information exists 
}s ephemeral material, such as is stored electron- 
ally on a magnetic medium, or as is broadcast 
5ver the airwaves as an electronic signal, it is 
Sifficult for a vendor to secure the information 
^^gainst unauthorized use in its original form during 

trial or evaluation period. 
£Z It would be beneficial to reconcile these con- 
flicting concerns with regard to transactions involv- 
ig such materials. That is, it wouid be helpful to a 
Vendor of such materials if a potential purchaser 
vere able to evaluate a secure, original version of 
^-Jh© materials during a trial period. Because such 
^materials are expensive to purchase but easy to 
>yfcopv illegally, it is common practice for a potential 
"^purchaser to obtain and evaluate: an unlicensed 
"^opy of the materials. This allows the potential 
purchaser to avoid purchasing such materials at 
significant cost and then never use the materials 
because they do not meet the purchaser's needs. It 
also allows the potential purchaser to continue us- 
ing an unlicensed copy of the materials after evalu- 
ation is completed, resulting in significant lost rev- 
enues to the vendor of the materials. 

The various techniques that are known for se- 
curing evaluation versions of ephemeral materials 
are, overall, unacceptable to both a potential pur- 
chaser and the vendor. For example, such tech- 
niques require that the original author of the ma- 
terial devote significant time and energy to modify- 
ing such material to create a trial or evaluation 
version of the material. The vendor is then ob- 
ligated to inventory and support nonre venue pro- 
ducing versions of the vendor's products. 

If, after a trial period, a user desires to pur- 
chase the material, it is not possible to employ a 
remote transaction to deliver such materials. Rath- 
er, the customer must place an order with the 



vendor and the product must be shipped to the 
customer from inventory. This series of transac- 
tions creates delays that may frustrate the cus- 
tomer, while adding significant overhead to the 

5 vendor's operations. Thus, it is not possible for a 
vendor to take full advantage of alt possible ma- 
terial distribution channels. For example, when de- 
livering pay-for-view and other entertainment media 
to a customer over a broadcast medium, it is not 

io possible to deliver high-bandwidth evaluation ver- 
sions of the material, and then provide an enabled, 
fully functional version of the material by means of 
a low-bandwidth transaction, e.g. bver point-to-point 
channels, such as by telephone, at a conclusion of 

75 the trial period. 

Accordingly, trial versions of such materials, 
such as software products and other forms of elec- 
tronic data, are specially modified versions of the 
material that have intentionally limited functionality 

20 and that cannot be restored to their original state. 
Customers are encouraged to use the trial, version 
of the material and then," if the customer wants to 
purchase a fully functional, unrestricted version of 
the material, the customer must order the standard 

25 material version. The trial version of the material is 
then discarded. Typically, such trial versions pro- 
vide very limited functionality, such that the poten- 
tial customer cannot get a realistic view of the 
product. 

30 The following schemes comprise the" state of 

the art with regard to providing trial and evaluation 
versions of ephemeral materials, such as electronic 
data: . , , . 

A data access system provided by Enigma 

35 Logic of Concord, California allows the evaluation 
of the full or standard version of a software pro- 
gram - the system does not work with data, such 
as images or^sounds. A remote transaction is nec- 
essary to allow access to, or enabling of, the soft- 

40 . ware product. Accordingly, the evaluated program 
cannot be converted locally to the standard, un- 
modified version of the program. The data access 
system allocates algorithm space to software au- 
thors, but includes software hooks in evaluation 

45 versions of the program. Such evaluation versions 
must be recompiled before they can be enabled. 
This requires special software or a unique operat- 
ing system for implementation. 

More problematic is the requirement that a 

so separate password gate and hardware key is nec- 
essary to allow use of the system. Such scheme 
degrades both system operation and program per- 
formance by requiring the user to interrupt use of 
the program and respond to frequent validation 

55 calls to the password gate. 

Lotus Software of Cambridge, Massachusetts 
provides an evaluation system that allows a user to 
evaluate a full or standard version of a software 
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product that must be stored on a hard disk. The 
system requires remote confirmation before a user 
is allowed access to, or enabling of, the software 
product. The system also requires that a software 
author modify the original software to implement 
the evaluation scheme, such that the evaluation 
version must be recompiled before it can be en- 
abled. The system additionally includes a routine 
that provides hardware copy protection. ' 

"TriaT Versions" of software are generally avail- 
able. Such versions are often offered for free or for 
a nominal charge and provide some restricted util- 
ity of the software product, which allows a user a 
limited evaluation of the product. As with other 
evaluation schemes, this system requires that the 
software author modify the original product to pro- 
duce the evaluation copy. If a user decides to 
purchase the product, the user cannot create -a 
fully functional, full featured copy of the original 
product remotely, but must purchase another disk 
which contains an operational original version of 
the product 

Encrypted broadcasts are commonly used, for 
instance for Pay-Per-View showings of movies and 
other entertainment programming. Such system 
does not allow unrestricted viewing of a full original 
version of the program/Rather, the version of the 
program provided to a viewer is intended for one- 
time use. Thus, such system is not useful for most 
applications involving electronic data which require 
many-time use of programs, databases, art, music, 
etc. *" - 

Adobe of Mountain View, California provides a 
CD-ROM-based evaluation system for printer fonts. 
This system requires a remote transaction to ac- 
cess a fully enabled version of the stored fonts. 
However, the system only allows viewing of the 
fonts on the user's screen. The computer system 
printer metrics are not provided in the trial or 
evaluation versions of the font Thus, printing is 
possible only when the enabled version of the font 
is available. Accordingly, such scheme, because it 
only allows viewing of the font on a screen, is of no 
practical value in evaluating the actual printed font 
on a page of paper. 

Comstock of New York, New York provides a 
library of stock photos on CD-ROM. The system 
allows viewing of a scanned digital version of a full 
original (i.e. a low resolution version), but does not 
allow for remote unlocking of the original. Rather, 
the system requires a separate transaction to ob- 
tain fully usable copies of the library photos. 

Examples of other schemes for protecting 
ephemeral materials include: 

- DAT (Music Tape) copy protection; 

- Floppy Diskette copy protection; 

- Serial Port hardware keys; 

- Restricted number of copies of original; 



- "Try and Buy", /.e. specially developed trial 
versions of original materials that cannot be 
converted to originals, collected on a CD- 
ROM, e.g. MacWorld Resource CD. 
e The foregoing systems are of limited use and 

appeal because they require the author to modify 
the original material to produce the evaluation ver- 
sion of the material. As such systems provide a 
less than completely functional evaluation copy, a 
io non-owner cannot evaluate the entire original ma- 
terial, for example in making a purchase decision. 
Should the decision be made to purchase the origi- 
nal, an entirely different copy of the material must 
be obtained, Le. an evaluation copy of the material 
is cannot, upon validation, be used as a fully func- 
tional original of the material. 

There is not any known secure system avail- 
able at this time that allows a user to view a data- 
based product, or use the product in its fully fuhc- 
20 tional form before deciding to purchase the prod- 
uct, and that allows the user to restore the evalu- 
ation version of the product to its fully functional 
original version form immediately after the user 
decides to purchase 1 the rhateriai; 
25 Accordingly^ an object of this : invention is to 

provide a system for securing electronic data, while 
allowing time-limited and/or function limited use of 
the data. 

This object is solved by an apparatus for trahs- 

30 formation of ephemeral materials of independent 
claim 1 and by a process for bidirectional.' trans- 
formation of ephemeral materials of 1 independent 
claim 8. Further advantageous features, aspects 
and details of the invention are evident from the 

as dependent claims; the description and the draw- 
ings. The claims are intended to be understood as 
a first non-limiting approach of defining the inven- 
tion in general terms. 

The invention converts an' original version of 

40 the data to a disabled version that may be used for 
a limited trial or evaluation period. If purchase of 
the data is desired, ah unlock Code may be pur- 
chased that converts the data to its original state. 
The preferred (embodiment of the invention 

45 provides an apparatus and method for bidirectional 
transformation of ephemeral material. When the 
invention is applied to chosen materials, such as a 
computer program, a portion of the material is 
separated from the original material. In this way, 

so the present invention produces a denatured version 
of the original material that includes the separated 
portion of the material and* the residual Rortion of 
the material. The denatured version of the material 
is placed into a temporary storage medium, such 

55 as a random access memory in a computer sys- 
tem, such that the denatured version is readiiy 
accessed by a system user. Alternatively, the sep- 
arated portion of the material may be replaced with 
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a modified portion, for example a counter, may be 
included to limit the number of times the material 
may be accessed,, or interfering material may be 
added to- the original, material, such as beeps in an 
audio signal, or a mask in a visual signal. s 

The invention also provides a module that su- 
pervises recombination , of the separated portion 
and the residual portion of the original material, as 
provided with the denatured version of the material, 
to allow time and/or function limited access to the io 
original material.; A transaction module enables un- 
restricted access, to. a fully functional copy of the 
original material by permanently, recpmbining the 
separated portion and, the , residual portion of the 
original material on a permanent storage medium, rs 
such as a hard disk. - 

Accordingly, . the present invention allows t a 
user to evaluate fully functional versions of original 
materials before purchasing the materials. Because . 
the invention operates with , any original material, 20 
there is no need for the author of the material to 
modify the original material to create a trial or 
evaluation version of the material. Rather, , the in- 
vention allows any individual to transform an origi- 
nal version i of the material into, an evaluation ver- 25 
sion without any special knowledge of the content 
of the original material. 

The present invention supports remote transac- 
tions for delivery of the materials by allowing im- 
mediate access to an original of the material lo- 30 
cally, once the material is selected for purchase. 
For example, if purchase is desired, the user may 
call a toll-free telephone number and, upon provid- 
ing a credit card, number, /obtain a special code to 
enable the trial version of the material. 35 

Thus, the present invention takes full advan- 
tage of all appropriate distribution channels. For 
example, in one embodiment of the present inven- 
tion, evaluation versions of computer software, are 
preinstalled on a computer; system. If, after eyalu- 40 
ation, purchase of the software is desired, the sys- . < 
tern owner need only obtain an authorization code , 
by telephone to unlock a fully functional original of 
the software. . 

The present invention also makes it possible, to 45 
deliver high-bandwidth denatured versions of 
ephemeral materials over broadcast channels. Ac- 
cording to this embodiment of the invention, an 
enabled version of the material may be delivered . t 
via low-bandwidth transaction over point-to-point so 
channels. .That is, the original material is delivered 
locally with a system and an authorization code Js 
purchased to access the material if purchase is 
desired after evaluation. 

Fig. 1 is a block diagram of a system for trans- 55 
forming ephemeral matter according to a pre- 
ferred embodiment of the present invention; 



Fig. 2 is a block diagram, of a system for trans- 
forming ephemeral matter according to an al- 
ternate embodiment of the present invention; . 
Fig. 3 is a block diagram of a system for trans- 
forming ephemeral matter according to another 
alternate embodiment of the present invention; 
Fig 4. is , a flow chart depicting a process for 
transforming ephemeral matter between, an origi- 
nal form and a denatured form according, to a 
preferred embodiment of the present invention; 
and 

Fig. 5 is a flow chart depicting a process for 
enabling and restoring denatured ephemeral 
matter according to a preferred embodiment of 
the present invention. 
The present invention is best understood by 
referring to the Drawings in connection with review 
of this Description. The present invention provides 
a system for transforming ephemeral matter, such 
as electronic ; data, into a secure, fully functional 
denatured version of the original matter. The 
present invention allows; the denatured, version of 
the original matter to be restored locally to its 
original form by means of an authorization se- 
quence, v • 1 

The following terms are used in the description 
as defined below: 

"Author". Authors, composers, producers,, or cre- 
ators of original material who have access to com- 
ponents needed to build original material.. 

"Bi-directional process". Transformation of ma- 
terial from the original version to an evaluation 
version and . back from the evaluation version to the 
original version without noticeable loss of informa- 
tion to the user. ^ 

"Denatured". , Partially, or fully encryptep' ver- 
sion of the original version. 

"Enabled". Permanent conversion of denatured, 
material to the original version., 

"Ephemeral Material"- (or "Materiais"). Any ma- 
terial that can be duplicated via an electric, device 
and saved and restored from an electronic storage 
medium, including, but not limited to, the permuta- 
tions of digital, analog, magnetic, optical, disk, 
drum, and tape resident data. 

"Evaluation". Partially disabled original version 
that allows full access to all of the original version's 
parts but restricts the use of one or more parts, 
either functionally and/or temporally. For example, 
allowing full access to all the features of a software 
program, but disallowing the ability to save and 
restore new. work; or including beeps into sound 
source material, or blips of noise into video source 
material. 

"Original". Ephemeral material which may be a 
software program, data file, sound or graphic file, 
etc., and that can be used independently of the 
transformation process. 
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"Remote [transaction]". Including, but not limit- 
ed to, pressing a key, calling via telephone, fax or 
modem, exchanging legal tender or free tokens, 
and that engages a counter, clock, etc. to change 
the status of the trial period or trial condition. 

"Third Party". Transforms original ephemeral 
material to its denatured version and wrapper and 
delivers both to user; does not need to be the 
author. 

"Trial". Temporary conversion of: a denatured 
version to an evaluation version; an evaluation ver- 
sion to an original version; or a denatured version 
to an original version, for specific period of time.' 

"User". Neither a third party; nor an author; 
uses the trial, evaluation, and enabled versions of 
the ephemeral material; engages a transaction, ei- 
ther alone or in conjunction with a third party. 

"Wrapper". Allows remote transaction to con- 
trol bidirectional transformation between the origi- 
nal, evaluation, and trial versions of the'material. 

The preferred embodiment of the present in- 
vention converts and encrypts any desired software 
products using a "denaturing" process that re- 
places a portion of the product information, such as 
a standard version of an application program's 
"start-up" code, with a special portion, e.g. a spe- 
cial start-up code segment, that links the product to 
a usage counter and encrypts the application. 

The enabling system of the present invention 
converts the application back to its "natural" state 
(file image), for example, by replacing the modified 
start-up code segment with the application's origi- 
nal start-up code. 

Fig. 1 is a block diagram of 5 a system for 
transforming ephemeral matter into a denatured 
version of the material according to a preferred 
embodiment of the present invention. In the Fig., a 
process P0 (22) uses various functions F1 f F2; F3 
(18,19,25) to make transformations of ephemeral 
materials M0.M1 f M2, and M3 (10,13,15,11). The 
function F1 (18) takes a portion(s) AO (14) of ma- 
terial MO (10), optionally encrypts the portion AO 
(14), and saves the portion as a processed portion 
A1 (16) which resides in material M1 (13). As a 
result of this operation, material MO (10) exists as a 
residual portion B0 (12) and a separated or hidden 
portion A1 (14). When the present invention is 
applied to the denatured materials, the function F1 
(18) takes the sepantsd portion A1 (14) of the 
malarial M1 (13). optionally decrypts the portion A1 
(14), and saves it as a portion AO (14) of the 
material M0 (10). 

Function F2 (19) mixes a portion A2 (17) of the 
material M2 (15), which can be any user generated 
additional material, such as ordering information, 
etc. or which can be portions of the hidden material 
A1 (16) ( into a portion A3 (20) of the material M3 
(11). Function F3 (25) mixes the residual portion B0 



(12) of the original material M0 (10) into the ma- 
terial M3 (11); or, in the other direction, the function 
F3 (25) mixes the portions B0 (12) of the material 
M3 (11) into the material M0 (10),.' 
5 Thus, the set of original materials SO (21) is 

transformed to an evaluation version of the materi- 
als S1 (23), which may optionally include third 
party generated materials- S2 (24). The evaluation 
version of the materials includes the residual ppr- 
ro tion B0 (12) of the original material, third party 
generated materials A3 (20), and the separated or 
hidden portion AT (16) of the original materials. 

During; evaluation, the residual portion B0 (12) 
and the hidden portion AT (16) are recombined 
is under the supervision of process P0= (22), which, 
may be a shell program in some embodiments of 
the invention. Such recombination occurs in a tem- 
porary storage medium/ such that the recombined 
version is not retained at the end of the current 
20 trial. Counters within process P0 (22) supervise the 
length of use . or number of trials to which the 
evaluation materials are put. 

The evaluation version is permanently enabled 
as part of a purchase transaction in which the 
25 process P0 (22); upon; receiving and verifying an 
enable code, allows recombination of the residual 
portion B0 (12) and the hidden portion A1 (16) onto 
a permanent medium^ such as a hard disk drive in 
a computer system; - - - 
30 In a preferred eimbodiment of the present in- 

vention, a third party may modify an original ver- 
sion of the material without author intervention, 
unlike prior art software methods that must be 
explicitly implemented by the software author, 
as Such modification denatures the original version to 
produce a secure, fully functional trial or evaluation 
version of the material. 

The present invention, does not require that the 
delivery medium be altered to implement the ma- 
40 terial in an original form, nor does the present 
invention require a specially prepared storage me- 
dium, such as is used for a CD-ROM based sys- 
tem. Thus, the preferred embodiment of the 
present invention allows a user to make a detailed 
45 assessment of the original materials in an original 
format. Because the trial or evaluation version of 
the material is functionally identical to the original 
version of the material, a trial use is substantially 
the same as using the original material. Accord- 
so ingly, unlike the prior art, the present invention 
does not require both an evaluation version, in 
which key portions of the materials are missing or 
disabled, and an original version, which is sepa- 
rately ordered and delivered after evaluation is 
55 completed. 

In the present invention, all material for trans- 
forming a denatured version of the material to the 
original version of the material, and therefore for 
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enabling unrestricted, fully functional use of the 
material, is provided to the user with the evaluation 
(denatured) version. Until unrestricted use; of the 
original version is authorized,, for example by a 
valid purchase transaction, the material necessary:,, 
to provide an original : version is present on the 
same medium as the denatured, version, but such 
material is unavailable to the ■. user. Thus, the * 
present invention provides a secure system which 
limits unauthorized access to the materials. 

Transformation of the,; original material; to an 
ephemeral version for trial; or evaluation purposes 
in accordance with the present inventionis possible 
with any ephemeral materials, e.g. computer, pro- 
grams, sound recordings, images, datei etci In con- 
trast, prior art software methods and techniques 
only work on executable code; prior, art software 
algorithms only work on. software data; '.etc. u The i 
present invention can be applied to any permuta- 
tions of information stored as analog; data, digital 
data, coded instructions, etc. -< 

Rg. 2 is a block diagram of a system for 
transforming ephemeral matter according to an al- , 
ternate embodiment of the present invention. The. > 
mRg. illustrates. an aspect of the invention that allows , 
rKvarying of . the size or reversibility of hidden and 
r/jdenaturing materials. For example, denaturing ma- 
«L|terial M2 (15) could include a watermark or; copy- 
bright notice that is inserted into the original material . 
^by function F2 (19). To remove the watermark or 
pother material and enable unlimited use of the 
Si: material, the denatured version of the original ma- 
t terial is subjected, for example, to an exclusive-or 
q5 operation with the denaturing material (either by 
f~ function FT or F2), or any other technique that 
fn would serve to erase the watermark from the origi- 
^% nal material. - 

In various embodiments of the invention, the 
portions A1 (16) and A2 (17), as shown in Fig. 1, 
^ can be of any selected size., Thus, Rg. 2 does not 
show a portion A1 (16), Le. portion A1 (16) is of 
size H 0\ Portion A2 (17) is shown to be of a size 
greater than B 0", such that appending or inserting 
portion A2 (17) into material MO (10) creates a new . 
material M3 (11) which is of lesser value than 
material M0 (10). As with Fig. 1, discussed above, 
evaluation or enabling of the denatured material M3 
(11) reverses the process by which the original 
material was denatured, either in a temporary me- 
dium for evaluation purposes or in a permanent 
medium for enabling purposes. 

Fig., 3 is a block diagram of a system for 
transforming ephemeral matter according to an- 
other alternate embodiment of the present inven- 
tion. Fig. 3 does not show a portion A1 or A2, i.e. . 
portions A1 and A2 are of size "0". Thus, the 
transformation of portion AO (14) to portion A3 (20) 
via function F2 (19) creates a new material M3 (11) 



which is of lesser value, than , material M0 (10). 
Function F1 (18) transforms portion A3 (20) back to 
portion AO (14); both of functions F1 (18) and F2 
(19) may be the saime, function if the transformation 

6 between portions AO (14) and A3 (20) is reversible. 

In both of Figs. 2. and 3, the process P0 (22) 
becomes significant when there is enough differen- 
tial in value between materials M3 (11) and M0 
(10), to serve as an incentive tp convert material 

70 M3 (1 1 ) back to material M0 (10). 

Another embodiment of the invention inter- 
leaves the portions -AO (14) and B0 (12) in the 
material M0 (10), as well as interleaving the por- 
tions A2 (17) and B0 (12) in material M3 (11). 

75: . Denaturing process. When a third party invokes 
process P0 (22), a portion AO (14) of original ma- 
terial M0 (10) is converted to portion A1 (16) by 
function Ft (18), and , is saved as hidden material 
M1 (13). Process P0 (22) takes the remaining por- 

20 tion B0 (12). of original material MO (10) and, by 
operation of function F2 (19), .mixes, it with a de- 
naturing material A2 (17) to create denatured ma- 
terial M3 (1 1 ), consisting of portions A3 (20) and 
. B0 (12), which is saved. 

- 25 Enabling process. When a user invokes, pro- 

cess P0 (22), the portion B0 (12) from denatured 
material M3 (11) is combined with the . portion A1 
(16), which is converted to portion AO (14). of hid- 
den material Mi (13), to create original material M0 
30 (10), which is then saved in a permanent format.. 

Trial process. The trial process is nearly the 
same as the enabling process, except that original 

- < material M0 (10) is . not saved. Instead, the gen- 

erated original material M3 (11) is : placed, on a 
as temporary medium, such as a random access 
memory in a computer system, and is. automati- 
cally removed at the end of the trial period. 

The foregoing is better understood with refer- 
i; , ence to Rg. 4, which is a flow chart depicting a 
40 process for transforming ephemeral matter be- 
tween an original form and a denatured form ac- 
cording to a preferred, embodiment of the present 
invention. • , t 

In the Fig. 4, at the beginning of the process 
45 (100), an original application program file (41) has a 
startup code (40) and a residual portion (42), con- 
sisting of the rest of the code. Although the startup 
code is used in this embodiment of the inventipn 
for purposes of example, any section of the in- 
50 formation may be separated from the whole in 
practicing the present invention. 

The original material is disabled (101). by hid- 
ing the original startup code and replacing the 
startup code with a modified version (44), for exam- 
55 pie, a startup code that includes a counter that only 
allows a limited number of trial uses of the ma- 
terial. As a result, a denatured version (43) of the 
original material is produced. 
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During operation, a determination is made 
whether a trial use or an enable step is undertaken 
by a user (102). If the material is put to a trial or 
evaluation- use, a counter is used to keep track of 
the number of uses (103). When a predetermined 5 
allotment "of trial ? uses is exceeded, the material 
may nd L longer * be used (104). * If an enable is 
selected (105), the enable sequence is engaged. 

When the material is enabled (106); a replace- 
ment startup code (44) is removed from a : de- io 
natured version (43) and discarded, and the original 
startup code (40) is recombined with the residual 
material (42).' As a result, ah enabled version (45) 
of the original material is produced. 

In some embodiments of the invention, the is 
material may be modified to operate only in a 
temporary medium, such as a random access 
memory, during trial or evaluation. WheiV enabled, 
the material is recdmbihed bh a permanent me- 
dium, such as a hard disk drive. 20 

Security ^Strategy. The encrypted product ap- 
pears as a special version developed by the pub- 
lisher, although ft is not a special version/ Rather, a 
portion of - the original "material, e.g. the product's 
original start-up code, is hidden in another place. 25 
The denaturing process is a unique, check- 
summed operation using any of the many known 
encryption algorithms, such as the data encryption 
standard published by the U.S^ government 
("DES"). Thus, to enable the product, a special 30 
enable program must be activated by a unique, 
check summed code number. 

Fig. 5; is a flow chart depicting a process for 
enabling and restoring denatured ephemeral matter 
according to a preferred embodiment of the 35 
present invention. In particular. Fig. 5 illustrates the 
preferred method of securing and enabling material 
in accordance with the present invention. 

In Fig. 5, at a first step in the process (200), a 
storage medium (53) is shown having various dis- 40 
abled products (50,51 ,52) which include respective 
replacement start up codes (54,55,56) and hidden 
original start up codes (57,58,59), as described 
above in connection with Fig. 4. 

A process shell (60) provides a counter and 45 
security function. A trial counter (202) keeps track 
of trial use of each product snd thus permits only a 
'i--' 1 :^ -r^v-Kf of ;. 'A'hon the coinl : 'c 
. S ; .:. 3. "N"), iiKfic^.-g 'hat ih-n yic-*>5d 

number of trials have been used, additional trials so 
are disabled (203). 

If the product is to be enabled (204)* then a 
transaction code is goneratsd (205). When the 
original product is disabled, the* product is given an 
identification method that a black box (62) uses to 55 
generate a unique product identification number for 
that product. The product identification number is 
displayed on the user's screen and is used as the 



transaction code when the user chooses to pur- 
chase the product. The black box provides a secu- 
rity code that may be generated by any of the 
known security and encryption algorithms: 

The transaction code is given to a vendor sales 
representative at a remote location (61), e.g. over 
telephone lines (65). The sales representative en- 
ters the product identification number into a master 
system "enable box" (63), where the number is 
verified as a valid "child" of the system "parent" 
(206). After validation, the "enable box" (63) issues 
a unique enabling code number (208) which is then 
provided to the user to enable the product. If the 
transaction code is not validated, the '-process is 
halted (207) and additional use of the product is 
disabled. 

When the enable code is entered into the 
user's system, it is verified as a valid enable code 
(209). If the code fails the verification step, the 
process is halted (210) and additional use of the 
product is disabled. If the code is a valid ' enable 
code, the enabled products (211) are restored for 
unlimited or additional trial use. In the Fig. 5, the 
product (50) is shown having its original startup 
code (57) restored; the replacement start up code 
(54) has been removed and discarded, as de- 
scribed above in connection with Pig. 4. Any num- 
ber of products may be enabled as desired by this 
process, depending upon selection of the particular 
products by entry of the product's unique iden- 
tification number. 

The enabling code process is facilitated by a 
checksum technique, such as operates, for exam- 
ple, as follows: The user's system generates a 
product identification number that adds up to the 
same predetermined number, e.g. "10". The "black* 
box" adds up any user number ft receives and, if 
the number is equal to the predetermined number, 
then the "black box" validates the number. The 
"black box" then generates an enable number that 
always adds up to the same predetermined enable 
number, e.g. "15". When the user enters the en- 
able number, the user's system checks the number 
and, if valid, enables the product. 

In the security system of a preferred embodi- 
ment of the present invention, the system appears 
to a user to work with special "key" numbers 
3.3*- vi'.ved at the time of installation. However, there 
is no inventory of enabling numbers. Rather, the 
customer ID number is unique and generated by 
the checksum algorithm that produces a different 
number for every transaction-in fact, the number 
can change from minute to minute, depending 
upon the specific implementation of the algorithm. 
Thus, the system generates unique enabling codes 
for. every purchase session. Therefore, even if the 
"black box" (62) were "captured" it still needs 
password activation (or daily system password) that 
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expires every so many days or hours, to be re- 
placed by a new password. , . 

The following, Examples are provided, to illus- 
trate a few of the many applications to which the, - : 
present invention may be put. The* Examples are : - 6 ; 
therefore provided for purposes of example and are . 5 . 
not intended to limit in- any way the? breadth of the ^ 
invention. : ,i . , v 

Example 1 . . , . ^ A , .;J0_.\ 

Software "Try and Buy" system (see Fig; 1). In 
this embodiment of the < invention, material MO is 
the original executable code of a software applica- 
tion; material M1 is a portion of the application * 75 
startup code;: material M2 is a replacement startup?.;, 
code for the application., which gives^an error, mes- ; 
sage and terminates program operation; and ma-; 
terial M3 is a denatured file. When the; .software - ; . 
application is run without using the present inven- , ^ 20 
tion (in this case, process P0), the. application gives 
an error message and terminates program opera- 
tion. ■ > . .;. - ?ii . ty-;\ ".i.y ^ 

This embodiment of the present invention is : 
used to distribute OTd ; sell software products dir ^ 2s 
rectly to software purchasers. A computer system 
vendor provides a process incorporating the 
present invention on a. hard drive supplied, with the 
computer system, and/or the present invention may 
be distributed as part of a stand alone CD-ROM. ao 

This embodiment of the invention offers a . vari- r 
ety of "preinstalled" application and utility software; 
programs. For example,, an interactive, Windows- t 
based graphics module system » lets customers 
work with the software on a "trial" basis (e.g. up to 35 
ten uses); view an animated ; demonstration; com-< 
pare the product's features; and receive information - 
on special promotions and discounts. The cus- 
tomer can then call a toll-free, direct telephone . 
number to reach the computer system vendor's 40 . 
sales office and purchase the product(s), for exam- 
ple by using a credit card. Upon credit approval, 
the sales representative gives the customer a spe- 
cial code number(s) that "unlocks" the software 
product(s) for unrestricted use. The supporting 45 
manuals and backup disks are sent via overnight 
express. Thus, the present invention provides a 
potential customer with the opportunity to purchase 
software on an informative, "try before you buy" 
basis. 50 

This embodiment of the present invention pro- 
vides enhanced value and -allows personal configu- 
ration by pre-loading software, ready to try, on a 
computer system. If the customer is satisfied with 
the software, the customer can purchase the prod- 55 
uct, and convert it to unlimited ownership. 

Thus, the present invention addresses the 
problems of purchasing materials, such as soft- 



ware. Because there are many products with hun- 
dreds of features, the present invention allows a 
user to actually try some of these products; see if 
the features they offer are useful; see how these 
features • really work, all without requiring the user 
to purchase the product; or even order an evalu- 
ation copy of the product.. If the customer decides 
to purchase a product, it is already installed on the 
customer's system and ready to use. 

This embodiment of the present invention pro- 
vides three system modules: t! - 

(1) A Try and Buy" module which serves as 
the customer interface, , providing a host of fea- 
tures : and capabilities designed to facilitate the 
evaluation of the installed software products and 
the sale and enabling of the purchased products 
(for unlimited use). r 

(2) A master module which is installed onto the 
computer system hard drives, and which in- 
cludes, the "Try and Buy" module, encrypted 
software products; animated, demos, price and 
promotion database and an enabling module. 

(3) Am enabling module which dispenses valid 
code numbers for the customer's local enabling 
system. This module provides a "black box" 
that validates the customer's I. D. number and 
issues the enabling codes that are integrated 
into a stand-alone Windows application. 

A "Try and Buy" t main program includes five 
program module windows: . i 4 

1. Evaluate Product Module Trial product and 
animated demos. 

2. Compare Products Module - Compare pro- 
ducts on a feature by feature basis. 

3. Order Entry Module - tollrfree sale and prod- 
uct activation. ^ 

4. Catalog Module - Information on additional 
products and services, 

5. System Services Module - Erase system or 
products from hard drive. 

General Operation: The "Try and Buy" system 
operates in a manner similar tp : that of a standard 
MS-Windows application. The "Main Module" func- 
tions as a dynamic, graphical "Main Menu," offer- 
ing access to the five Program Module Windows. 

The Evaluate Products Window displays "live" 
product icons that can be "launched" with either a 
simple mouse click or by typing the icon's "menu 
number." A dialog box appears whenever a prod- 
uct icon is launched, offering four simple choices: 
(1) View an Animated Demo; (3) Evaluate the Prod- 
uct; (3) Compare the Product; and (4) Purchase the 
Product. * 

The Compare Products Window provides cus- 
tomers with magazine-style comparison charts of 
products grouped within certain categories (word 
processing and spreadsheets) or a simple feature 
list of stand-alone products (no products available 
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for comparison). 

The Order Entry Window operates as an inter- 
active order form that provides the customer with 
the following functions: (1) select the products they 
wish to purchase (or receive free); (2) review spe- 5 
cial pricing or promotion offers; (3) act as a "guide" 
for calling a toll-free sales representative; and (4) 
provide an interface for entering the special prod- 
uct "enable code" that converts purchased pro- 1 
ducts to unlimited use and ownerships - ur < to 

The Catalog Window is an interactive mer- 
chandising ; module (not a real, select products >■■■ 
catalog) that displays information on additional- 
product lines and services, such as "Notebooks," * 
"Networks," and "Peripherals." 75 

The System Services Window allows the cus- 
tomer to interactively select and de-select products 
and demos they would like to delete or retain 
within their system. This Window module appears 
as a dynamic "matrix" of products and demos that 20 
can be marked for deleting or saving. In 'addition/ 
the customer has the option of deleting the entire 
"Try and Buy" system, e.g: to save space on the 
customer's system. - f ' : ' ' 

Operation and Module* Specifications. In the 25 
preferred embodiment df the invention, the system 
is installed as theprirhkry (and bnly) Windows 3.1 
"Start Up" application. When the customer turns on 
their computer for the first time, "Try and* Buy" 
system launches itself and may play a special 30 
animated introduction module. 

The Compare Product Window offers the cus- 
tomer a quick method to compare similar products 
such as word processors on a feature by feature 
basis or simply review a w data sheet" r of product 35 
features and benefits. A list' of product comparison 
groups (word processors, spreadsheets; etc.) and 
any remaining "stand alone" products are dis- 
played for selection by the customer. 

The Order Entry Window operates as an inter- 40 
active order form that provides the customer with 
the following functions: (1) select the products they 
wish to purchase (or receive free); (2) review spe- 
cial pricing or promotion offers; (3) act as a "guide" 
for calling the toll-free sales representative and (4) 45 
provide an, interface for entering the special prod- 
uct "enable code" that converts purchased pro- 
cK;^? tc , ■-' : "-!t-::--i «j?e and ov^ership. • 

": "j Catalog Win Jew is a "merchandise-;; ' in- 
formation screen displaying information on the ven- 50 
dor's line of products and services and structured 
along the lines of an interactive marketing "demo." 
S *;vci.* s ! product category ;;.=•;*;■■ 5 are offered that con 
be selected for more information, such as "note- 
books," "networks," and "peripherals.". A single 55 
screen or a set of nested windows/or screens can 
be attached to each product category. Incentives 
for calling the vendor's toll-free number could be 



offered, such as free catalogs, and special offers. 

The ^Services Program Window provides: the 
customer with simple a "matrix form" that-allows. 
the customer to delete all or portions of the "Try 
and Buy" system. 

Example 2. 

Graphic Image Try and Buy System (see Fig. 

1) . In this embodiment of the invention, material MO 
is an original image; material Ml contains a portion 
of pixels that have been removed from; the original 
image; material M2 provides a portion of pixels that 
are used in replacing the pixels, removed from \ 
material MO (i.e. material M2 provides a replace- 
ment for material M1); and material M3 is a result- 
ing denatured Image that is of good enough* quality*; 
for evaluation purposes, but not for actual applica- 
tion, -i f .y- ■• * 

Example 3. - s*uyrr>\ u\. ■ 

Digital Audio "Try and Buy" system (see Fig. 

2) . In this embodiment of the invention, material MO 
is the original audio material; .material jM2 is ^de- 
naturing audio (e.g. periodic beeps, etc.) mixed into 
material MO to create material M3. To denature the 
original material MO, function F2 uses third party 
added portion A2 to add portion A3 to material M3. 
The resulting material M3 is denatured audio that is 
of adequate quality for evaluation purposes, but: not 
for regular listening. In fully enabled reproduction, 
function F1 uses portion A2 to remove the annoy- 
ing beep. etc. introduced by portion A3 from ma- 
terial M3 and thereby recreate material MO During 
trial reproduction and enabled reproduction, func- 
tion F3 mixes the residual original material BO into 
either material M3 (for trial reproduction) or. ma- 
terial MO (for enabled reproduction). * 

Example 4. 

Analog audio tape "Try and Buy" system (see 
Fig. 3). In this embodiment of the invention,- ma- 
terial MO is the original tape; and material M3 is the 
denatured tape, which provides reproduction that is 
good enough for evaluation purposes. 

In this embodiment of th3 invention, function 
F3 denatures and/or enables the material via filters ■ 
and amplifiers. 

For example, in this embodiment of the inven- 
tion, the audio signal is denatured such that the 
trial version of the audio signal, when reproduced, 
includes annoying sporadic drops in volume. In the 
denaturing process, a bandpass filter is used to 
gate a Schmitt trigger circuit. The Schmitt trigger 
circuit, in turn, is used to gate a voltage controlled 
amplifier (VCA). The VGA drops the amplitude of 
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the source 'audio signal by 20 dB for a series of . 20 - 
millisecond intervals. The intervals are -spaced suf- ^ t 
ficiently far apart to allow meaningful -evaluation of , 
the material, but not unrestricted enjoyment of the. , m 1 ■ - 
material. 5 

The enabling process uses the bandpass filter? 
to gate the Schmitt trigger. The Schmitt trigger, in 
turn, is used to gate the voltage controlled amplifier 
(VCA), which in turn boosts the, amplitude of ithe 
source audio signal by. 20 dB for a series of ,20 , io 
millisecond intervals ithatl correspond to ^ the inter-> , 
vals during which the signal. amplitude was reduced 
during the denaturing ; process. It has been found 
that, if close component tolerances are maintained, 
the enabled: version of the^ audio signal is virtually 75 
indistinguishable from; theK original- version of the ; r 
audio signal, v ; . l-u ;< r,\ y : . ■; > 

Although the invention is described herein with 
reference to the preferred embodiment, one skilled 
in the art will readily appreciate that other applica-^ 20 
tions may be substituted for those set forth herein 
without departing from the spirit and scope of the 
present inventions Accordingly, the invention should! 
only be limited by the Claims included below. 

Claims 

1. An apparatus? for transformation of ephemeral < 
materials, comprising:^ \. 

a denaturing module; (18,19,22,25) for separat- 30 
ing a portion (14;57,58,59;40) of original ma- 
terial (1 0;4) irom said original material to pro- 
duce : a denatured : version (11 ,50,51 f 52;43) of 
the original material that is functionally iden- 
tical to the original material, said denatured 35 
version including said separated portion - 
(14;57.58,59;40) and a residual portion (12;42) 
of said original material, wherein said sepa- 
rated portion and said residual portion of said 
original material are physically stored on the .40 
same medium (53). 

2- The apparatus of claim 1, further comprising: 
a trial module (102.103,104;201 ,202,203) for * 
supervising recombination, of said separated 45 
portion (14;57,58,59;40) with said residual por- 
tion (12;42) of said original material to allow 
limited access to said original material (10;41). 

3. The apparcit.is of clal - 1 jr 2, further com- so 
prising: 

a transaction module (61, 62, 63) for enabling 
fully functional access to said original material 
(10;41) by recombining said separated portion 
(14;57,58,59;40) and said residual portion 55 
(1 2;42) of said original material. 



4. The apparatus of claim 2, said trial module 
(1 02,1 03,1 04;201 .202,203) including a counter 
(103;202) for limiting use of the original ma- 
terial. - . 

5. The apparatus of any of claims 1 to 4, wherein 
said denaturing module : . (18. 1 9,22,25) hides 
said separated portion CI 4) of said original 

. material <10), and r , wherein said denaturing 
module (18,19,22,25) generates a denatured 
portion (16;54,55,56;44) of said original ma- . 
teriaL which replaces said separated portion of 
said original material. : ; 

6. The apparatus of any of claims 1 to 5, wherein 
said denatured portion is an altered version of 
said separated portion. 

7. The apparatus of claim 3, wherein said trans- 
action module (6 1,62,63) .further comprises; 

a transaction code generator (205) which pro- 
vides a r unipue ; identifying, code for, said ma- 
terial to a remote transaction location (61); and 
an enable code,, verifier (208, .209) which re- 
ceives and validates, an enable, code, provided 
by said remote transaction location in response 
to said identifying code; said* enable code ver- 
ifier enabling fully functional access to said 
original material in response to a verified en- 
able code. 

8. A process for bidirectional transformation, pf 
ephemeral materials, in which a portion , of 
original material is removed from said original 
material to produce a denatured version of the 
original material that is functionally identical to 
the original material,, said, denatured version 
including at least said separated portion and a 
residual portion of said original material, com: 
prising the steps of: 

supervising, recombination, of said separated, 
portion with, said residual pprtion of said origi- 
nal' material to allow limited access to said 
original material; and 

enabling unrestricted access , to said original 
material, if granted, by recombining said sepa- 
rated portion and said residual portion of said 
original material.. 

/ ■ ■ ■ . ■ ■ ' 
■3. The process of claim 8, further comprising the 

steps of: >-■-■■ 

hiding said separated portion of said original 
material; and 

generating a dehatured portion of said original 
material which replaces said separated portion 
of said original material. 
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10. The process of either of claims 8 and 9, further 
comprising the steps of: 
providing a unique identifying code for said 
original material to a remote transaction loca- 
tion; and 5 
receiving and validating an enable code pro- 
vided by said remote transaction location in 
response to said identifying code, thereby en- 
abling unrestricted access to said original ma- 
terial in response to a verified enable code. w 
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figure 4 
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figure, 5 



15 



SB) om«r" Paten< EUROPEAN SEARCH REPORT 



Application Number 

EP 93 11 9552 



9 



DOCUMENTS CONSIDERED TO BE RELEVANT 




Category 


Citation of document with indication, where appropriate, 
of relevant packages 


Relevant 
to ciatm 


CLASSIFICATION OF THE 
APPLICATION (Int-CLS) 


Y 

Y 
Y 
Y 
A 


US-A-4 649 510 (SCHMIDT) 

* abstract; figure 4 * 

* column 1, line 44 - column 8, line 27 * 

* column 15, line 20 - line 65 * 

EP-A-0 266 748 (IBM) 

* abstract; figures 3-6,8 * 

* column 3, line 52 - column 11, line 58 * 

DE-A-41 03 935 (SCHWARZ) 

* column 5, line 3 - column 6, line 45 * 
*■ claims .1.2 * 

EP-A-0 367 700 (IBM) 

* abstract; figure 3C * 

* column 8, line 44 - column 9, line 45 * 

TRANSACTIONS OF THE INSTITUTE OF 
ELECTRONICS AND COMMUNICATION ENGINEERS OF 
JAPAN, 

vol. E73, no. 7 , July 1990 , TOKYO, JP; 
pages 1133 - 1146 

R.MORI ET AL 1 Superdi stribution: The 
toncept ana ine Arcni tecture 

* the whole document * 

_ ; 

■• •„ ••■rs-cm A'^r.'h report h<*> 'own ir * - n jji rvr *ll claims J 


1-10 

1-10 
2" 4 
5,9 " 
4,7,10 

i 


G06F1/00 


TECHNICAL FIELDS 
SEARCHED (JnLCI.S) 


G06F 


Pt*ce of turch DM* «f conpldlOB mt IW t*.mxh buriw 

THE HAGUE 22 March 1994 Powell, D 


C.VO>"' f V VW- :'.r; Ki.i ;.ki.- • ; m 07 T : theory or principle underlying th< inv-ntinn 

C : earlier patent dolmen;, out pubJlih-f J on, or 
X : particularly relevant If taken alone after the filing date 
Y : particularly relevant If combined with another D : document died In the application 
document of the same category L : document dted for other reasons 

A : technological background ................. ......... — .~ 

O : non-written disclosure * : member of the same patent family, corresponding 
P : Intermediate document document 



